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ABSTRACT

Nowadays industries have initiative to reduce a number of production injuries and accidents down to zero. This
goal could be achieved only through the proactive identification of accident precursors — such as unsafe con-
ditions (UC) and unsafe acts (UA), whose control could prevent occurrence of accidents. At the same time,
smartphones (and mobile applications) are taking dominance over PCs, making mobile devices major interface
for human interaction with the web. In this term, application of mobile devices in OSH remains to be more
exploited and accepted. Takin into account these trends, the present study aims to propose a novel cloud-based
mobile framework for the management of UC/UA reports. Compared to previous studies, we considered the
recent trends of mobile, cloud and Safety 4.0 in more details — ending up with the solution that is the combo of
JavaScript technologies. Additionally, we provided a publically available use case named the SafE-Tag.
Particularly, the SafE-Tag was implemented using the React Native for mobile application, Node.js for web-
services and Mongo.db NoSQL cloud database. Beside elaborated computational efficiency, these technologies
were found as the most optimal in terms of the cost/complexity to develop and/or adapt in an arbitrary SME. It is
concluded that the proposed framework brings benefits for both employees and employers through: (1) intuitive
and user friendly identification of key safety performance indicators; (2) digitalization and improvement of
safety reporting systems; (3) improvement of safety culture; (4) better understanding and measurement of

worker’s contribution to safety; and (5) making the technology affordable.

1. Introduction

Although there is no strict definition of the term Industry 4.0 (14.0),
it generally refers to a transformation of the global industry driven by
ongoing technological advances. In the last five years, the major driving
forces of the 14.0 are digitalization, artificial intelligence (AI) and in-
ternet of things (IoT) — which make devices and assets of nowadays
companies more than ever automatized, smart and connected. Beside
the fact that majority of the progress is related to the automation of
manufacturing, it is known that shifting towards the 14.0 paradigm will
change the way how companies perform everyday activities as well.
Consequently, it is more precise to talk about the 14.0 branches, such
are: Quality 4.0 (Gunasekaran et al., 2019), Maintenance 4.0 (Kans
et al.,, 2016), Safety 4.0 (Badri et al., 2018), Operator 4.0 (Romero
et al., 2018), etc. In the core of all 14.0 branches is the adaptation of
innovative technologies, mainly ICT, through (Xu et al., 2018): digita-
lization and integration of all product life cycle phases (Lu, 2017);

* Corresponding author.

monitoring and control of physical systems and processes (Lee et al.,
2015); networking of machines, machines and employees, as well as
customers and suppliers (Riaz et al., 2006; Teimourikia and Fugini,
2017); simulation, modeling and virtualization of design and produc-
tion processes (Duffy et al., 2003); sensing, acquisition and analysis of
big data through cloud systems (Zou et al. 2017a, 2017b). Since all
authors agree that, beside all incoming advances, humans will still re-
main in the center of 14.0, it is clear that reaching the Safety 4.0 is an
important step of the I14.0 shifting. For this reason, more research need
to be invested in order to identify how 14.0 concepts (big data, cloud,
AL IoT and data visualization) could improve the safety management in
industry practice.

1.1. Occupational safety and health management

The topic of safety management could be considered from various
perspectives (Hollnagel, 2014). In this study, the focus is on the
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occupational safety and health (OSH) with aim on improving safety,
health and welfare of people at work. During the last decade, aims and
safety criteria of the OSH have changed globally. Nowadays industries
have initiative to reach the Zero' goal, as the most appropriate and
desirable number of production injuries and accidents. Briefly, the
“zero accidents companies” focus their attention on proactive identifi-
cation of the accidents precursors, whose control should generally
prevent accidents. According to the Heinrich’s pyramid, proactive
identification of unsafe conditions (UC) and unsafe acts (UA) have the
biggest impact on the safety (Heinrich, 1941). In general, detection and
reporting of UA or UC are more intuitive tasks compared to perceiving
near-miss events (Gnoni and Lettera, 2012). Commonly, this challenge
is explained with differences in worker’s perception of a risk, which
depends on his/her previous experience and safety trainings (Gnoni
et al., 2013; Andriulo and Gnoni, 2014; Gnoni and Saleh, 2017; Winkler
et al., 2019). In the recent study, UA and UC were defined as events
precursors, which clearly differentiates them from possible accidents
and near misses (Shin et al., 2014; Baldissone et al. 2018). Although
definition and importance of UA and UC may vary with respect to a
type of industry and/or company, some typical examples of UCs are:
poor housekeeping, unsuitable working clothes for specific work ac-
tivity, poor lighting, no guards provided, etc.; while examples of UA
are: using defective equipment, operating equipment without author-
ization, removal of safety devices, leaving tools and equipment on an
adequate place, etc. Although there are recommendations proposed
within the regulatory standards,> management of the workplace safety
in traditional manner has shown to be laboured® and complex. Since UA
and UC may vary from physical to digital, there are increasing demands
for dedicated ICT solutions able to assist in proactive prevention of
accidents through the digitalized management of safety reports.

Identification of OSH challenges represent the starting point for
understanding how safety could be advanced by employing 14.0 prin-
ciples. In literature, some authors proposed using: virtual environment
(Deb et al., 2017), sensors for big data acquisition (Pilloni, 2018), RFID
systems (Bauk et al., 2018), simulation and modeling (Golabchi et al.,
2015) as well as wearable systems for improvement of the workplace
safety (Wu et al., 2019). The most of these solutions are still developing
and some of them need significant investments—which are major con-
cerns of small and medium size enterprises (SME) (Stephen et al.,
2015). This study puts emphasis on the SMEs needs because of the fact
that they generate the most of the GDP and employment opportunities
in developed countries. Thus, it was assumed that the wider impact
would be achieved through covering their needs.

1.2. Related work and challenges of OSH and safety 4.0 management

Importance of continuous improvement of safety management sys-
tems (SMS) is elaborated by Li and Guldenmund (2018), where authors
provided a detailed review of the topic and recommended key aspects
that improve efficiency of a SMS. Bottani et al. (2009) reported that
companies could significantly benefit from implementation of an effi-
cient SMS. However, proper implementation largely depends on the
correctness of the risk analysis as well as compliance with all relevant
standards and regulations (Demichela et al., 2004). At the moment,

! Contemporary  production philosophies, such are World Class
Manufacturing (WCM), Lean production (Lean), Toyota Production System
(TPS), all insists on reaching the ZERO injuries.

21S0 9001 (quality management), ISO 14001 (environmental management)
standards and OHSAS 18001 (Occupational Health & Safety Assessment Series)
& OSHA VPP (Voluntary Protection Programs) certifications.

3 The safety management team involves on-site employees and management
that collect and process safety reports. Despite UC and UA has gained a lot of
attention in the field of occupational safety and health (OSH) in industry en-
vironment, state of the art approaches still assumes manual handling of paper
documents — which is very time consuming and inefficient.
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there are a series of recommended approaches for achieving higher
safety level in companies (Harms-Ringdahl, 2004), which are empha-
sized in the rest of this paragraph. Wahlstrém and Rollenhagen (2014)
identified the concept of MTOI (Man, Technology, Organization and
Information) as the support for successful implementation of SMS. In
another study, Grote defined various factors that influence the way how
safety management system should be implemented and adapted to
various types of companies (Grote, 2012). On the other hand, Bragatto
et al. (2015) argued about misconception and misunderstanding be-
tween regulatory safety system and real conditions in the shop floor in
small and medium enterprises. The same authors stated that the safety
management system, as a concept, for the most of practitioners is the
pure “paperwork” and it differs from real conditions that could jeo-
pardize the field of OSH at work. Therefore, major challenges of OSH
are how to digitalize and automatize the management process by em-
ploying ICT technologies.

Usage of cutting edge technology has been shown as valuable con-
tribution to Safety 4.0 in different industry sectors. Remote devices,
such as: Arduino microcontroller (Jung and Park, 2016), RFID (Wu
et al., 2019) and wireless sensors (Aponte-Luis et al., 2018), mobile
devices (Savaliya et al., 2015) are examples of successfully applied 14.0
trends into the industrial safety. At the moment, there are a number of
commercially available safety-related software/systems based on using
mentioned technologies. In literature, some authors raised concerns
because commercial solutions are: hosted as third party solutions,
nontrivial for customization, uneasy for the real-time communications
on various mobile devices (Zou et al. 2017a, 2017b). From the SMEs
viewpoint, most of these systems raise additional costs for incorpora-
tion of additional features, which are specific for their type and size of
business (Sala et al., 2018). Since the most of SMEs have specific needs
and lower budgets, compared to large companies that can afford com-
plex ICT systems, our aim was to explore possibilities of employing
smart devices and cloud technologies for improving the safety ex-
cellence. At the same time, we assumed that the key SMEs’ require-
ments are that solution should be generic, compact, adaptable and af-
fordable (Stephen et al., 2015). In order to develop such framework, it
was necessary to take care of the three issues discussed in the rest of this
section.

The first issue is data transfer and storage. So far, the cloud tech-
nology has shown the biggest potential to improve the safety manage-
ment. As the recent study suggested, dedicated cloud systems could
significantly improve safety performances, concluding that they will be
demanded from many industries in near future.

The second issue is data collection. Beside already mentioned, there
is a number of solutions based on using wearable sensors (Nath et al.,
2017; Schall et al., 2018). Bauk et al. suggested usage of RFID and PPE
(Personal protective equipment) gadgets equipped with active/passive
RFID devices (Bauk et al., 2018). Other authors also suggested similar
approach based on using RFID and Bluetooth Low Energy (BLE)
proximity sensing in order to improve workplace safety (Park et al.,
2017). However, using wearable sensors to track OSH-related risk fac-
tors in workplaces have shown some barriers. In general, the most of
them are related to employees’ privacy, confidentiality and compliance
as well as to sensors’ cost/benefit ratio and battery durability (Schall
et al., 2018). As a solution, some researchers suggested to collect data
using Android-powered devices, which have useful built-in sensors
(Szydto and Konieczny, 2016) and Wi-Fi for communication with at-
tached or remote sensors.

The third issue is the selection of optimal hardware and software
APIs, which should be used for implementation of the overall solution.
In safety, mobile devices have been used for a while (Ibekwe et al.,
2016). At the moment, there are specialized solutions for the safety
management in the chemical inventory systems, occupational safety
and ergonomics; smartphone-based illuminance measurement applica-
tions and its application in occupational lighting measurements. The
roles of these applications are different, starting from learning up to
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incident reporting systems (Johnson, 2002).

1.3. Aim and starting assumptions of the present study

Considering the described issues and challenges of Safety 4.0 and
OSH, the aim of this study was to propose a novel framework for the
real-time management of unsafe conditions and unsafe acts. The as-
sumed SMEs’ requirements presuppose that the solution has to be:

e used from mobile devices, to ease employees’ engagement and
proactive identification of UC/UA in real time,

® generic, so that users are not restricted to a specific mobile platform,

® open-source, so that it could be affordable and adapted for various

industries,

scalable, so that the growth of users’ base does not affect perfor-

mances,

inclusive, so that employee’s engagement could be measured and

recognized.

In the rest of this manuscript we first explain the concept of OSH in
Safety 4.0 (Section 2), and afterwards, we propose its corresponding
generic software architecture (Section 2.1) and workflow (Section 2.2).
Compared to previous studies, we considered trends of mobile, cloud
and Safety 4.0 in more details — ending up with the solution that is the
combo of JavaScript technologies. Finally, we provide a functional use
case, which illustrates SMEs’ benefits from adopting the proposed SafE-
Tag solution (Section 3).

2. Concept of the safety 4.0 within an arbitrary enterprise

The graphical illustration of the proposed OSH concept is given in
Fig. 1. The overall objective is to support company’s efforts in pro-
tecting its assets, employees and business processes through the digi-
talization of the safety management process. Considering an arbitrary
factory, named “Factory X”, the key composing parts of the proposed
solution are: (a) central cloud server and (b) remote mobile device (i.e.
smartphone or tablet). These two components are available for various
groups of users: employees in the workplace, maintenance engineers
and safety engineers, with different level of privileges and features.
Employees are allowed to collect and report UC and UA, as well as to
receive and respond to assigned tasks. Tasks assume giving instructions
to employees, safety or maintenance engineers how to treat the re-
ported UC/UA, and they should be created by safety managers (which
are trained and responsible for ensuring the safety excellence). To-
gether with maintenance engineers (which are responsible to resolve
the tasks), they are higher-level users of the system.
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2.1. Software architecture and technologies available for the
implementation of the safety 4.0

The generic software architecture is shown in Fig. 2. The generic
form was used as the most suitable for consideration of various tech-
nologies available for implementation of its specific parts (layers).
Later, in Section 3.2, we will provide a concrete use case in order to
elaborate ongoing technological trends and optimal choices during the
implementation.

The overall solution is divided into layers, where two key compo-
nents are backend services (which are run on the cloud server) and
frontend applications (which are run on some wearable devices or web-
browsers). The advantage of splitting the architecture into layers that
communicate with each other is twofold. First, the composing compo-
nents could be used independently, and secondly, different* technolo-
gies could be used for the implementation of different layers. Ensuring
such flexibility is important for enabling scalability and extensibility of
the system functionalities that could be afterwards extended following
the SME growth or replaced with incoming technologies.

The Business layer features are hosted on a cloud server as web
services (functions that could be called from remote devices, i.e.
smartphone or web-browser applications). Web-services are commonly
run on the Linux, or less frequently Windows Server, operating system
depending on the type of technologies used for implementing the
Business layer. The state-of-the art technologies and programming
languages used for implementing web-services are: Microsoft C#, Java,
PHP, Python, JavaScript (Node.JS) and C+ +, to name a few. All UC/
UA data collected by users are stored within the database management
system (DBMS) installed on a data® server. The most frequently used
DBMSs are Oracle, MySQL, Microsoft SQL Server, PostgreSQL and re-
cently MongoDB with the breakthrough of NoSQL databases.

The Ul (frontend) layer assumes intuitive user interface function-
alities that enable users to fluently use the web-services from the central
cloud server. Here, we differentiate two types of user applications, the
ones that are run within the PC web-browsers and those that are run on
smart devices. For the web development, there is a strong trend of using
HTML, CSS and JavaScript technologies although there are alternative
frameworks developed for Java (AWT, Swing, Swt, SwingX, JavaFX,
etc.) and C# (ASP.NET, Silverlight) programming languages. Regarding
smart devices, they are split with respect to the operating systems used
on: Android, Apple iOS and Microsoft Windows Phone (where Android

“For example, one programming language could be used for implementing
mobile application and another programming language for implementing back-
end web-services.

5 Data and Business layers could be implemented on the same or distributed
host servers.
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Fig. 2. The generic software architecture of an arbitrary Safety 4.0 solution.

and iOS hold ~98% of the market). The native programing languages
for Android and iOS devices are Java and Swift, respectively; although
there are possibilities to use wrappers that enable using other languages
such are JavaScript, C+ +, C# etc.

Finally, an important aspect of the business oriented software sys-
tems is business intelligence - application of AI for supporting and
automatizing decision processes (Lopez-Robles et al., 2019). Briefly, Al
algorithms analyse or learn from collected data so that they are trained
to process incoming data on an intelligent way (the common tasks are
clustering, estimation, prediction, classification and patterns detection).
With the breakthrough of Al in all branches of the industry, Python and
R programming languages (with their corresponding libraries) have
appeared as predominantly used for Data science.

To sum up, there is a wide range of technologies available - so that
making an optimal choice for each of the composing layer becomes an
important aspect, since it affects the cost and feasibility of their in-
tegration into the fully functional digitized reporting system (which has
been defined as the end-goal goal of the Safety 4.0).

2.2. Workflow of the digitalized management of unsafe conditions and
unsafe acts

The sketch of workflow, with emphasis on user’s interaction and
data flow, is given in Fig. 3. We assumed that the identification of UC/
UA represents the beginning of the process. As mentioned earlier, re-
porting UC/UA is allowed to all users (employees, maintenance and
safety engineers). The reporting assumes defining UC/UA: type, loca-
tion and risk level. After the report is sent to the system — responsible
person receives a notification and needs to create an action (task) with
respect to the collected information. The task could be: (a) sending
instructions to employees on the site (i.e. steps of their further actions
or clarification if they have misunderstood the reported UC/UA); and
(b) sending instructions for a maintenance engineer to resolve the issue.
After the maintenance engineer is done, he sends a feedback to the
system - that notifies the safety manager about the current task status. If
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the task is done successfully, the safety manager closes the task;
otherwise, he continues the correspondence and gives additional in-
structions until the success.

The whole data is collected on the central cloud-server, as shown in
Fig. 3. Since reports include information about senders, this enables
companies to award and stimulate employees that contribute to safety
as well as to provide additional training to employees that misunder-
stood safety practice. Automation of reporting and proactive contribu-
tion of all employees are major achievements of the companies with
tendency to reach the safety excellence. Beside efficient generation of
safety reports, the long-term benefit of the digitalized safety reporting is
to enable in-depth analysis of safety performances by employing the
business intelligence.

2.3. Functionalities of the front-end mobile application

The purpose of the proposed mobile application is to enable real-
time collection and management of UC/UA. Each report should provide
clear answers to four key question that precisely identify each UC/UA:
“Localize?”, “Classify?”, “Prioritize?” and “Describe?”.

1. Localization of UC/UA through the intuitive graphical user inter-
face (GUI). This assumes precise localization, which could be per-
formed by electing predefined spots in menu list (with named sec-
tors). Alternatively, some sort of sensors (i.e. GPS, RFID or
Bluetooth) could be used, but we would like to avoid them in our
study assuming that the workspace is closed and that no additional
investment is needed for specialized sensors’ readers/writers.

. Classification of UC/UA with respect to the industry standards re-
commendations. This assumes selection of predefined options-types
of UC/UA from an appropriate menu. The list may vary depending
on the type of SME (size, type of industry, country regulations etc.).

. Priority of UC/UA and urgency to take an action. This information
represents subjective-initial assessment of the raised UC/UA by the
employee that spotted it in the workspace. Therefore, the definite
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priority needs to be assigned after an inspection performed by
trained persons (which are responsible for ensuring safety in
workspace). Beside this information enables tasks prioritization, it
enables the company to estimate experience and diligence of on-site
employees.®

4. Description of UC/UA enables employees to provide objective in-
formation about detected safety issue. The description may include
text or voice message acquired by using the mobile device.

Beside the major functionality of reporting UC/UA, the framework
has a messaging system that enables real-time communication between
employees, safety managers and maintenance engineers. The tasks de-
legation and further correspondence is provided in the form of tickets-
chat system, where safety engineers initiate tickets and decide when the
ticket is closed. The correspondence begins after the report is retrieved
in the database and after safety manager retrieves notification about
that report. Notification includes collected data (location, type, de-
scription and priority), which manager inspects and selects employee or
maintenance engineer to whom he wants to assign a task or send a
message. The task consists of the UC/UE details, together with the in-
itial message from the manager as well as all further messages ex-
changed during the task progress. Finally, each user has an insight into
his collection history and recognition, while the manager sees all active
issues and the progress made.

3. SafE-Tag use case: JavaScript-based framework for real-time
management of UC/UA in SMEs

This section demonstrates an adaptation of the proposed function-
alities for the purpose of an arbitrary SME. Because of the company size
(up to 250 employees) and structure, the safety management team is
composed of employees and safety managers. Therefore, the safety
manager plays the role of both on-site safety and maintenance en-
gineers. The overall goal of the adapted SafE-Tag solution remains the
same: (a) digitalize the safety reporting system; (b) improve safety

6 For example, employees that under/overestimate UC/UA could be provided
with additional trainings.
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culture and employees’ awareness of UC/UE; and (c) measure con-
tribution of individuals to the safety excellence.

3.1. Features and workflow of the SafE-Tag

Workflow of the adapted use case is given in Fig. 5, while its cor-
responding mockups are given in Fig. 6. Users access the system by
logging or requesting the registration. Both types of users have the
following functionalities: (1) Reporting of UC/UA (feature “Create Tag”
in Fig. 6, which is described in detail in Fig. 4); (2) Responding on the
assigned tasks (“Tasks to do” feature in Fig. 6) and (3) Getting insights
into its reporting history and performances (“Achievements” feature in
Fig. 6).

The feature “Tasks to do” lists all tasks that are assigned to the
logged user. Thus, one has to select a task from the list (i.e. “Task 2” in
Fig. 6) that tends to resolve, which further leads to the correspondence
window (titled as “Resolve Task 2” in Fig. 6). The correspondence
window is the form of a live chat, where involved employees exchange
textual or image messages in real-time (similar to social networks).
Once the manager estimates that the task is done, he marks the corre-
spondence as “Resolved”.

The Manager user has an additional functionality, which allows him
to assign tasks to employees (including himself) with respect to the
collected UC/UE (“Open tags” feature in Fig. 6). Once a Tag is stored in
the central database, the Manager user receives notification on how
much “Open tags” are remaining. The manager user can also inspect
raised tags (UC/UE), check provided information (“Info” feature in
Fig. 6) and assign the task to an employee. The task assignment
(window “Assign Tag 2” window in Fig. 6) assumes selecting re-
sponsible employees from the drop-down box and providing them with
instructions about their further actions.

3.2. Adapted software architecture and elaboration of its benefits for OSH
and safety 4.0

The purpose of this section is two-fold. First, it shows how to adapt
the generic architecture from Fig. 1 to fit a SME needs described in
Section 3.1. The se second wider scopeis to elaborate the incoming
trends of Industry 4.0 (constantly increasing amount of data and remote
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Fig. 5. UML Use case diagram of the adapted SafE-Tag system.

devices that need to communicate in real-time through a cloud) that are
affecting Safety 4.0 as well. As it may be seen from Fig. 7, we propose
employing a series of JavaScript-based frameworks (Node.js for the
backend and the React Native for the front end functionalities), while
the Mongo.DB was used for implementing the cloud database. Because
usage of these technologies is underestimated in recent literature, in
this section, we briefly explain and justify their benefits for releasing
the proposed ICT solution for managing of UC/AE.

3.3. Node.js backend web services

Node.js is an open-source, cross-platform JavaScript run-time en-
vironment made on the top of the Google Chrome JavaScript V8

Engine, with the aim to enable execution of JS code outside” of the
browser. Thus, the possibility of using JavaScript for implementing of
both frontend and backend sides of cloud-based software - known as the
paradigm “JavaScript everywhere”. The Node.js is composed of a series
of modules, which ease working with binary data (buffers), file 1/0,
networking (DNS, HTTP, TCP, TLS/SSL or UDP), cryptography func-
tions etc. Finally, the JavaScript everywhere paradigm reduces the
development costs, since the expertise of only one programming lan-
guage is needed.

7 This includes access to the file system as well, contrary to the traditional
execution of JavaScript code within a HTML page of user web-browser.
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Fig. 7. Adapted software architecture (with the emphasis on technologies used).

The major advantage that Node.js has brought is the way it uses for
processing incoming requests — known as “non-blocking I/0”. Briefly,
the traditional asynchronous approach, for processing incoming web-
request in parallel, is limited with a number of threads/cores available
on the server machine. The non-blocking I/0 model® uses the “event

8 An intuitive exploitation of blocking vs non-blocking processing of web
request is comparison of how customers are serviced in a candy shop (all clients
stand in a single row, one worker take order one by one and delivers ice cream)
and a restaurant (all clients seats while one waiter takes order; chef in parallel
cook with respect to the obtained orders, while clients enjoy; chef delivers re-
sults to the waiter, which is again able to serve multiple clients in parallel). It
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loop” that keeps incoming request in the specific Queue-based data
structure and process them in the event-driven manner. This means that
both clients and server are aware when the request is sent and when its
processing is done in the background, so that in the meantime both
sides could work on other tasks. Once the server processes a request

(footnote continued)

may be noted that the candy shop speed-up is proportional to the number of
workers, and that ideally number of workers should be the same as the number
of clients in the row — which is expensive. On the other side, the restaurant
business approach scale-up much better with the increase in number of em-
ployees while reasonable increase of customers does not affect its fluent work.
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from the Queue, the user is contacted back to retrieve the response on
its request. From the SME viewpoint,” besides reducing the develop-
ment costs, Node.js enables cost-efficient scaling-up of users and in-
coming request (which are expected to occur with the company growth
or clustering with other partners).

The SafE-Tag backend functionalities were released as RESTful'®
web services, which were implemented using the http, express and
mongoose modules of the Node.js. All the data transferred via created
web services were in the JSON (JavaScript ObjectNotation) format.
Since the JSON is the simple textual format, it has appeared as suitable
for exchanging messages between networked users. It enables efficient
handling of nested messages and data structures that result with com-
plex relational data in RDBS. In this study, JSON was used because: (1)
data will be stored in NoSQL database on the cloud and (2) clients will
run JavaScript based applications on their smart devices that commu-
nicate through web services.

3.3.1. MongoDB NoSQL cloud database

Similarly, as the bottleneck with the blocking I/O (which occurred
on the server-side with scaling-up the number of incoming requests),
traditional way of organizing data into tables and relations has showed
a series of flaws. Particularly, if there is a need to frequently access a
large amount of the distributed data, there are problems with: (1)
writing complex queries over a number of related tables and (2) com-
putational power spent on processing a large amount of data on finding
and joining relatively simple information organized in a hierarchical
way. Intuitive examples are posts'' on social media — whose core
workflow is the exchange of data among users, similarly as the SafE-Tag
application will do for the safety management. More importantly, the
Mongo NoSQL database uses the JSON format for storing data, which
makes implementation and communication of back-end and front-end
sides fluent. Particularly, we employed the Node.js “mongoose”
module, which is an object data modelling library for the MongoDB. For
the purpose of this study, we used the lightweight cloud version of the
MongoDB — mLab. The mLab reduces needs for installing and main-
taining the data storage, while it enables intuitive user interface and
“pay per use” business model (if the allowed free storage appears too
small).

3.3.2. React native frontend application

The final, front-end, layer is implemented using the React.JS fra-
mework. Similarly, as NodeJS and MongoDB, the React has appeared as
the answer on the ongoing trend of using real-time applications for
maintaining large dynamically changing data. From the technical
viewpoint, the bottleneck'® occurred because of the way that web

° A boundary of the explained approach is that it is highly beneficial for ap-
plications that do not perform much calculations, but perform frequent ex-
change of data, messages and other content among remote devices (i.e. social
networks).

19The REST is a shortcut from Representational State Transfer, and it re-
presents an architecture for transferring data between client and server by using
the HTTP protocol, or more particularly its CRUD (Create, Read, Update and
Delete) methods.

1 Composing parts of a post are simple data (textual messages, images, vi-
deos, etc.) related among large amount of users in the form of comments-re-
plies. Instead of normalizing them into a series of tables with user and their IDs,
the redundancy of IDs used and complexity of accessing them could be highly
reduced if they are saved as we see them in a HTML page - in the form of a
hierarchically organized document (Example is shown on Fig. 7 right).

2 Browsers organize the retrieved HTML in a tree-like data structure called
Document Object Model (DOM), which enables efficient rendering. As the
complexity of webpagesis constantly increasing, it is frequent that only a small
amount of the content (i.e. one comment-message) need to be updated- so that
re-rendering of the whole page because of the small change becomes inefficient.
This bottleneck becomes even more deleterious with the trend of developing
web software as Single page applications (SPA), when the whole application’s
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browsers use for rendering the content'® obtained in the textual HTML
format. As a solution, the React proposed using the Virtual DOM'* and
Diffing'® algorithm, that more efficiently handle dynamical changes of
HTML content compared to the traditional DOM re-rendering. After
revolutizing the web development, the Facebook adapted its React
technology to work on the top of native frameworks of various mobile
platforms (written in various programming languages: Java or Kotlin
for Android, Objective C or Swift for iOS). Contrary to the traditional
hybrid'® approach, the React Native merges benefits of the React web
GUI development with robustness of native APIs of mobile platforms by
using a special bridge'” dispatcher. Since it is implemented using the
C+ +, the bridge brings efficiency of the React web GUI development
to the mobile development. This assumes using the paradigm of com-
ponents and views to split the GUI into independent and reusable
pieces, which could be reused for development of both mobile or web
applications.

4, Discussion

4.1. The importance of proactive identification of UC/UA using smart
devices

At the current stage of the shifting towards the Safety 4.0, OSH has
tendency to replace traditional paper-based safety reports with cloud-
based applications and services (Badri et al., 2018). The starting point
of this study was the fact that smartphones (and mobile applications)
have took the dominance over PCs in almost all areas during the last
decade; so that mobile devices are becoming major tools that humans
use for interacting with the web (cloud). In this term, application of
mobile and smart devices in OSH remains to be more exploited and
accepted. Regarding the cyber-security, which has been the major
concern regarding using smart devices for safety, we agree that using
private smartphones at workplace could arises risks (Lee et al., 2015;
Savaliya et al., 2015). Accordingly, we recommend: (a) placing a couple
of smart devices in appropriate places in a workspace, so that em-
ployees could approach them; or (b) incorporation of an additional
software protection, so that employees could use the SafE-Tag only if
they are checked-in on the workspace.

The SafE-Tag was released as the result of collaboration between

(footnote continued)
code is contained in a single page that dynamically changes with respect to user
actions.

13 Briefly, the problem has occurred with increasing of devices’ possibilities to
capture and exchange content via cloud, or more precisely with increasing the
amount and size of images, videos and text that compose the content of
nowadays applications.

4 Accessing and refreshing of the DOM is computationally less efficient
compared to running the JavaScript code. React uses this fact and creates
JavaScript duplication of the DOM, on which the requested changes could be
applied more efficiently using the Diffing algorithm.

15 The four steps of Diffing algorithm are: (1) the complete Virtual DOM is
refreshed with respect to the user request; (2) the Virtual DOM is compared
with the previous state in order to identify changed nodes of the tree-like data
structure; (3) only the affected nodes are refreshed in the real DOM data
structure; (4) the real DOM is rendered by a web browser.

16 Two variations of hybrid development of mobile applications are: (1)
embedding the pure HTML page within the traditional mobile application and
(2) creating JavaScript wrappers around native frameworks. Major dis-
advantage of hybrid approach are lower performances and difficulties in
working with native functionalities of mobile devices (i.e. file system).

7 purpose of the Bridge is to exchange data and instructions between React
JS and mobile native framework components (Fig. 7). The event on mobile
device (i.e. touch) is detected by its native framework, but it is serialized by the
bridge and sent for execution within the JS part of the framework. The results of
executing the JS GUI is afterward deserialized and returned back to the native
framework, which renders the GUI of the mobile device.
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experienced safety professionals from industry, academia and ICT
professionals. The aim of our initiative was to bring benefits for both
the employees and employers through:

e Intuitive collection of reports and tasks delegation.

e Establishing the safety culture, that encourage'® workers to proac-
tively contribute and learn about safety. Identification of patterns
and key safety performance indicators from the collected data.

4.2. Flexibility and feasibility of the utilized javascript technologies

After elaborating the SafE-Tag advantages form the technological
(Section 3.2) and OSH (Section 4.1) viewpoint, in this section, we will
justify the benefits of the proposed framework from the project man-
agement viewpoint. This includes discussing the cost and complexity to
develop, adapt and maintenance the proposed solution. As shown in
Section 4.1, the overall solution was released by using well documented
and open-source JavaScript technologies, which significantly reduces
the complexity (expertise of the single programming language is
needed) and costs'® of the development (the provided open-source
version of the SafE-Tag took approximately three weeks of a medior
full-stack JavaScript developer). This is because the React Native en-
ables one to developed an application once and compile it for multiple
platforms (i0S, Android). Moreover, the React GUI components written
for mobile applications, could be reused for i.e. the company website —
and vice versa.

The organization and the way of exchanging data between users is
also an important aspect. Beside easier construction of the database
(using the JSON notation), NoSQL ease the further writing queries for
accessing reports data through RESTful web services. Compared to the
alternative backend technologies (Java, PHP, C#), the Node.js is more
lightweight but efficient solution for the rapid minimum viable product
delivery. Additionally, the Node.js has very simple build process and
the most importantly it is composed of a series of modules that ease
hosting web-services, querying data and routing of web pages.

To sum-up, we emphasize compatibility and scalability of the pro-
posed technologies combo as key advantage for solving the particular
problem of reporting and managing of UC/UA. The proposed frame-
work is released as the open-source project. Therefore, it is available for
community to use it freely and adapt for own usage,*® contributions
and critiques as well.

4.3. Further automation and incorporation of business intelligence into the
framework

As mentioned in the introduction, data is considered to be the fuel of
21st century. Although the major purpose of the application is to collect
and manage reports, the further step is making conclusions and decision
from collected data. Regarding the OSH and UC/UA, artificial in-
telligence could be used to automate the decision making process and
reveal hidden patterns from the collected reports. Assuming that a user
of the framework has basic understanding of Al and JS programming, it
worth to mention that many of state of the art Al frameworks provide JS
wrappers (TensorFlow.js, Keras.js, Brain.js, ML.js, Node-Weka.js, to

18 Since the system tracks statistics (number of UC and UA per day, week or
month; number of UC and UA detected per employee, number of solved issues
detected etc.), it could also include awards, competition between teams or shifts
etc.

19 Compared to native programming languages, it is estimated that using the
React Native for the mobile application development reduces 30-40% of time.
It is important to note that the consequence of this choice is that not the
complete list of native specific features could be used, which is in the most of
cases an appropriate trade-off.

29In the current form, the framework is more suited for SMEs, than large
stakeholders.
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name a few). This makes integration of various Al functionalities into
the proposed framework easier compared to alternative server-side
languages (i.e. C#, PHP or Java).

4.4. Conclusion

Reducing a number of production injuries and accidents down to
zero represents an important goal of nowadays industries. This goal
could be achieved only through the proactive identification of accidents
precursors — such as unsafe conditions (UC) and unsafe acts (UA).
Unfortunately, traditional approaches (manual fulfilling and tracking of
UC and UA reports) showed serious limitations in reaching the “zero”
goal. Although there are a series of commercial solution on this topic,
their usage among SMEs remains difficult due to a series of factors
(including pricing, adaptability and other barriers). On the other side,
the most of solutions presented in scientific literature are not publically
available - so that their application remains negligible in industry
practice.

Started as the initiative of researchers, stakeholders and ICT pro-
fessionals, the present study proposed a novel JavaScript framework for
the management of UC/UA in OSH using mobile devices. Moreover, we
provided its functional and publically available use case named the
SafE-Tag, which illustrates SMEs’ benefits from adopting the proposed
solution. Compared to the current practice, the proposed SafE-Tag
framework brought benefits for both employees and employers
through: (1) intuitive and user friendly identification of key safety
performance indicators; (2) digitalization and improvement of existing
safety reporting systems; (3) improvement of safety culture; (4) better
understanding and measurement of worker’s contribution to safety; (5)
making the technology affordable and suitable for wider industry au-
dience (the source code of a demo version, free from UI design, is
publically available on the GitHub repository: https://github.com/
ArsoVukicevic/SafE-Tag).

Appendix A. Supplementary material

Supplementary data to this article can be found online at https://
doi.org/10.1016/j.s5¢i.2019.07.024.
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OAKVIJITET UHXXEIBEPCKX HAYKA
YHUBEP3UTET YV KPAT'YJEBIY

TEXHNYKO PEHIEBE

M82 HoBO TEXHMUYKO pelIEHe MPUMEHEHO Ha HAIMOHAJTHOM HUBOY

Moo6unna annukanuja SafE-Tag 3a ynpaBibame
HeOe30eIHUM yClIOBUMAa U He0e30€THUM MOCTYIIUMA Y
peaJTHOM BpEMEHY y MajJluM M CpeAmUM Ipeay3ehnma

AYTOPHU

1np Apco BykuheBuh, HayyHu capagHuK

np Ban Mauysxuh,Banpeaau npogecop

Ip Mapko banan, 1oueHt

Mapuja CaBkoBuh,ucTpakxuBay nIpUIpaBHUK
1ap Munanun CredanoBuh, peroBHu ripodecop
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Bpcra TexHMUYKOr peliema
M382 — HoBO TEXHHYKO pelIeHhe IPUMEHEHO Ha HALIMOHAIIHOM HUBOY

AyTOpH TEXHHYKOI pellemha

e 11p Apco Bykuhesuh', Hayunn capanuuk

e 1ip UBan Mauysxuh', Banpenuu npodecop

e 11ip Mapko Banan', nonenr

e Mapuja CaBkoBuh', HcTpaXkuBay MPUIPABHUK

e 1p Munaguu Credanosuh', penosru npodecop
. . .
dakynTeT MHKEHEPCKUX Hayka, YHusepsutet y Kparyjesity, Kparyjesan
Ha3us TeXHHYKOr peliema

e MooOunna armmukanuja SafE-Tag 3a ympaBibambe HeOe30emHHUM ycioBUMa W HeOe30emHUM

HOCTYIIMMa Y PEAIHOM BPEMEHY Y MaJMM U CpelbUM Ipeay3ehuma.
Kibyune peun

e Dbe3bemHoct W 3ApaBibe Ha paly, AurHTanu3anuja, wHaycrpuja 4.0, 6ez6emnoct 4.0,

HeOe30eqHH yCcIIoBHY, HeOe30eIHU MOCTYIIIH, YIIPaBJbakhe H3BELITajUMAa.
Hapyuuiian TeXHHYKOT peniea

e Codrepcko peliewe je pesynraT paaa Ha npojekry: 111-44010, iHTenureHTHH CUCTEMH 32

pa3Boj cOPTBEPCKUX TMPOU3BO/IA U ITOCTIOBHE MOJPIIKE 0a3UpaHO Ha MOJICITHMA.
e [Ipenyzehe Mammnr, Kparyjeai
KopucHuk TexHMYKOI peliemha
e [Ipenysehe Mammunr, Kparyjesan

Hauun Bepudukaunuje pesyiarara

Konnent u pesynratu pemiema cy ob0jaBibeHH y pany kareropuje M21: Arso Vukicevic, Marko
Djapan, Miladin Stefanovic, Ivan Macuzic. SafE-Tag mobile: A novel javascript framework for real-
time management of unsafe conditions and unsafe acts in SMEs. Safety Science. Vol 120, pp. 507-
516, DOI: 10.1016/j.ss¢i.2019.07.024.

I'oguna kaja je TeXHUYKO peliere ypalheHo

e 2019-2020.
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Hauun Kopnmheﬂ.a TEXHUYKOT peliemha

e Pememe ce mnpuMemyje 3a IUTUTATU3AIM]y UW3BelITaja O HeOe30eIHUM YCIOBUMA H

HeOe30eJHIM IOCTYIILMMA Y pealHOM BpEMEHY y MallUM U CpembUM npery3ehuma.
Ko je npuxBaTHO TeXHHYKO pelleme
o  QakyiTeT HHXEHEPCKUX Hayka, YHuBep3ureT y Kparyjesiyy
O0J1acT TeXHUKe Ha KOjy ce TEXHMYKO pellermhe 0HOCH

e llHpopmMannoHe TEXOJIOTHje, HHAYCTPHjcKa HHYOPMATHKA



JloKyMeHTaumja TEXHUYKOT peLletba

1.0nuc npodJieMa Koju ce pemaBa TeXHUYKUM pelleHeM

1.1 be30egHoCT M 3ApaB/be HA pagy

besbennoct u 3mpaBibe Ha pamxy (engl. Occupational safety and health — OSH),
npejcTaB/ba MYITHAUCIUIUIMHAPHY oOnact koja ce O0aBu yHampehewmeMm 0e30emIHOCTH,
3npaBiba u Omarocrama (engl. Welfare) 3amocnenux y pagHom okpyxemy. CaBpemeHH
WHIYCTPH]CKH CHCTEMHU MpPEy3HMajy HHUIMjATHBY 3a MIOCTU3akbEM 1MJba T3B. HyJIa MMOBpeaa U
Hecpeha Ha pamHOM MecTy, mTO je U jexan on mmibeBa Mumycrpuje 4.0 (M4.0). Hymna noBpena
u Hecpeha je HajmokeJbHUjU Opoj y obmactu Oe30emHOCTH W 37ApaBiby Ha pamy. M3 tor
pasiora, KOMIIaHHMj€ YyCMepaBajy CBOjy TaXmby H AaKTHBHOCTH Ha TPOAKTUBHY
uaeHtudukanujy norahaja-yzpounnka Hecpeha, umja Oum KoHTpona u OjaroBpeMeHa

npeBeHIMja Tpebaso Aa Crpeyy MojaBy HeMIaHUPaHHUX U HeKeJbeHUX Joralaja TokoM paja.

[TojaBa pu3nyHMX cHUTyanuja je Hew30EKHA HA TOTOBO CBAaKOM pAaJHOM MECTY,
noceOHO y MalluM U cpeamuM npeaysehuma. Ommire no3HaTH npuMep OHo OM pagHHUK KOju
paau Ha TPAJAWIMIITY U KOjU HE HOCH 3alITHTHH 1uteM. be30eHOCHM TpOoIryCTH OBaKBOT THUIIA
Cy ToCTaiM yoOW4YajeHa TojaBa (jep MUPEKTHO HE HM3a3MBajy IOBpeAeC Ha pady), U Kao
MOCJIeINIIA, OJTHOC 3aIOCIICHUX MpeMa TOj MepH 0e30eHOCTH 4ecTo ocraje morpemad. Kao
TIOCIIe/TUIIA, YECTO Ce JIelIaBa Ja TeIIKe MOBPee PaaHuKa Oy1y y3pOKOBaHE yIPaBO OBAKBUM

npUMepUMa HETIPaBUIIHOT MOHAIAka U HEMoIToBama 6e30ennocHux nponuca (Cnuka 1.).

Hebe3b6enun Hebe30en1u Cryuaj UunuaeHT
YCIIOBH MOCTYyIaK 3aMalio (oBpesa)

Cnuxa 1. l[lpumep nebezbeonux ycioea, nebez0e0nux nocmynaxa u buxosux nocieouya.
1.1 3nauaj edpuxacHor ynpasbama HY u HIT

Xepbept Xajupux(enrn. Herbert William Heinrich) je y cBojoj kmusu "Industrial

Accident Prevention, A Scientific Approach" u3 1931. roaune uctpaxxuo u 06jacCHHO OJHOCE
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W y3pOYHO-TIOCeuuHe Be3e nu3Mmel)y y3poka u Hecpeha Ha pagnom mecty (Heinrich, 1931).
Hawnme, oH je momao J0 3akJbydka Ja CBakoj 030MJbHO] MOBpPEIU MPETXoIu ~29 Mamux
noBpena, ogHocHo ~300 WHIMAEHATa KOju Cy MpouumM 0e3 moBpena panHuka. Tpuaecer
roguHa kacHuje (1961. roqune) ®@pank bupx (enrn. Frank Bird) je mpommpro Xenpuxos pan
3a morpebe ocurypaBajyhux kyha (Hughes, 2009). Pa3smarpajyhu apxuBy ox Oko maBa
MUJIMOHA MHITHACHaTa y npeko 300 kommnaHuja, J01I1ao0 je 10 3aK/bydKa Ja: ,,CBaKoj 030MIBHO]
MOBpEIM TPETXOAW JECeT MHUHOPHUX, OJHOCHO TpPHIECCET WHIMICHATa KOjU H3a3UBajy
omrehewme pasHe olpeMe, OJHOCHO IIeCT CTOTHHA MHIUACHATa KOJU HUCY U3a3Balli MOBpEAE
3anocnenux u omreheme onpeme. ['ogune 2003, cryauja pupme Conoco Phillips Marine je
HaJIoTpaauiia nocrojehn Momen — 3akJby4KoM Jia cBakoj ¢aTaiHoj Hecpehu Ha pay IpeTXOoau
300000 nebe3bemumx mnoctynaka/norahaja (Manuele, 2002). JlaHac, omwicaHW OJHOC H
penocnen mopacta HeOe30eMHOCTM Ha paxy HasuBa ce 'Tpoyrao 0e30emHOCTH" WU

"XajapuxoB Tpoyrao" minn "Xajapuxosa nupamua 6e3oennoctu" (Cimka 2.).

A (aranna Hecpeha
O30u/bHa MoBpe/IHA

MunopHa nospezia

m M30ernyra nospesa
300,000 Hebe36ea1u noctynax

Crnuxka 2. XajHpuxoBa nupaMuaa 6e30eJHOCTH

IIpema XenpuxoBoj mmpamuau 0e30€HOCTH, TPOAKTUBHA HJICHTUPHUKAIUja
HeOe30ennux ycnoBa (HY) u HeGe36ennux mocrynaka (HII) octBapyje Hajehm yrtumaj Ha
yKynHy 6e30eqHocT Ha paay (Heinrich, 1941). I'enepanno, cmatpa ce aa cy kinacudukanuja u
nokymenranuja HY n HII naTynTHBHUjU pagHu 3a1amu y cBakoM npeaysehy y nopehemy ca
npeno3HaBameM-aereknujom (Gnoni u  capamnuiy, 2012). O6muHO ce oOBaj H3a30B
o0jammaBa pasjiiKkamMa y NEplEeNiMju I0jeMHAIlA-PaJHUKa O PH3MKY, IITO 3aBUCH O]
MPETXOTHOT UCKYCTBa B 00yKe o 6e30eanocTH Ha pany (Gnoni u capagauiy, 2013, Gnoni u
capagauiy, 2017). Y wemasnoj crymuju, HY wu HII cy nedunncanm kao mpeTXOIHHUIH
noraljaja mMTO WX jaCHO Pa3NIMKyje 0 MOTYhHX W W30ETHYTHX MOBpPE/a, OJHOCHO CITydajeBa 3a

mato (Shin u capagnuiy, 2014, Baldissone u capagauiy, 2019).
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1.2 TpenyTHa npakca ynpasbama HY u HII y MCII

Naxo mocroje mpenopyke mpeiokeHe y perymnatopanM crangapanma (ISO 9001, ISO
14001, ISO 45001), ynpaspame Oe36ennonthy Ha pajHOM MECTy Ha TPAAWIUOHAIAH HAYHH
(y manupHoj ¢opMH) MOKa3alo ce HAOPHUM M CIIOKEHUM TporiecoM. byayhu na ce popme
HY u HII mory pasnukoBatu oA (U3MUYKUX 10 AWTUTAIHUX, CBE cy Behm 3axTeBH 3a
HAMEHCKUM pelieluMa y obnacti uH(opMannoHo-KoMyHHKaIoHux TexHonoruja (MKT)
Koja OM MOTJa Jia IOMOTHY y MPOaKTUBHOM CIpeyaBamy Hecpeha myTeM JUTrHTain30BaHOT
ynpassbaba B3P u3Bemrajuma. Muora U4.0 pemema cy jom yBek y ¢asu passoja (Pilloni,
2018; Bauk u capamammm, 2018; Golabchi, 2015; Wu, 2019) u moapasymeBajy 3HauajHa
yllarama — IITO YjeJHO TpeACTaBba U TJaBHY Oapujepy KOI MalMX U Cpelmux npemyseha
(Legga, 2015). 13 Tor paznora, HacTaja je ujeja 3a pa3Boj MPUCTYIIAYHOT pPelIekha 0a3upaHor
Ha M4.0 TpenmoBuma Kkoje OM OJaKIIano M AUTMTAIN30BAIO YNpaBibalkbe HEOE30eTHUM
ycinoBuMa u Hebe30equuMm moctyniuma (Jayaraman u capagauim, 2008; Kagermann wu
capagauny, 2013) mTo 3a mocieauIly UMa CMameme Opoja HEeIIaHUPaHWX M HEKEIbeHUX

norahaja.
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2. Ctame penieHoCcTH NpodjieMa y CBETy

2.1 IlperxogHa ucTpakuBama U M3a30BHU y ynpasbawy b3P u HY/HII

Li u capamuuum (2018.) cy ykazanum Ha BaXHOCT CTaJHOT yHampehema cucrema
ynpasibamba 0e36eqHouthy (CYDB) m mpenopyuwnu KJbydHE acleKkTe KOju MOO0OJbIIaBajy
epuxacHoct b3P. MelyTum, npaBuiiHa mpuMeHa y BEIMKOj MEPHM 3aBUCH Ol MCIIPAaBHOCTH
aHaJM3€e pU3UKa Kao M 0] yCKJIa)EHOCTH ca CBHM PEJICBAHTHUM CTaHIApJAMMa U MPOIUCHMA
(Demichela u capagnauim, 2004). TpeHYTHO MOCTOjU HHU3 MPEMOPYUYCHUX MPUCTYNA YHjU j€
b moctu3ame Bumier HuBoa b3P y kommanmjama (Harms-Ringdahl, 2004). Tako cy
Wabhlstrom u Rollenhagen (2014) npeanoxunu konunent MTOI (Yosek, TexHOmoOrHja,
opranuzanuja u nHpopmanuje — earia. Man, Technology, Organization and Information) xao

MOJIPIIKY 3a ycrenHy umiuieMentanujy CYb-a.

Grote (2012.) je nedunucao paznuuute (akTope KOjU YTUUYy HAa HAYMH Ha KOju Ou
cucreM ympasibamba B3P Tpebano NpUMEHWTH M TNPWIATOAWUTH PA3TUYUTHM BpCTaMa
kommanuja. Bragatto u capagnumm (2015.) cy pa3marpanu ocHOBHE 3a01yze U pOKyCHpalu ce
MOoCeOHO Ha aCIeKT HepasyMeBama M3Mely peryinatopHor cuctema 0e30€IHOCTH M peasHuX
yclioBa y MaiuM W cpeamuM mnpeny3ehuma. VMctm aytopu Takohe cmarpajy ma cuctem
ynpaBsbama 0e30eqHomhy 1 31paBibeM Ha pady 3a BehHHy MpakTHyapa MpeacTaB/ba YUCTY
"nanuponozujy" M na ce OWTHO pasiIUKyje OJ] CTBAPHUX YCIIOBA KOjU MOTY YIPO3HTH
6e30eaHOCT U 311paBJbe pagHuka. Crora rinaBHHU M3a30Bu y obnactu B3P y manum u cpenmum
npeaysehrMa cy MoBe3aHH ca TUME KaKo ayTOMaTH30BaTH MpoLEC yrpaBibama 0e30eaHomhy

1 3/IpaBJbeM pajiHuKa nmpuMeHoM caBpeMenux UKT.

VYnorpeba HampenHuX TEXHOJOTHja OCTBapyje 3HadajaH JOMPHUHOC Pa3BOjy
be3bennoctu 4.0 y pa3snmuuuTUM CeKTOpHMa WHAYCTpHje. Y nasbenu ypehaju (enri. Remote
devices), monyT: Arduino mukpokonTposiepa (Jung u capamgaunm, 2016), RFID (Bauk, 2018)
u OexxnuHux cenzopa (Aponte-Luis u capaguunm, 2018), mobunaux ypehaja (Savaliya u
capagauny, 2015) npenacrasbajy HeKe 0o MpUMepa yCIelnHO NMpuMemeHnX TpeHaoBa 4.0
Be3aHMX 3a 0e30€THOCT W 3[PaBJbe PAJHUKA Y UHIYCTPUjU. TPEHYTHO MOCTOjU BEIUKHU OpOj
KOMEPIIMjalTHO JIOCTYITHUX coTBepa / cucreMa koju ce ogHoce Ha B3P, a xoju cy 3acHoBanm

Ha ynoTpeOH MOMEHYTHX TEXHOJIOTHja.
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[Tpernenom smTeparype MoOXe c€ YCTAaHOBUTH Jia Cy HEKH ayTOpPH H3pa3uiIn
3a0pUHYTOCT Y B€3U Ca MPUMEHOM KOMEPLUjAIHUX PElIeka jep Cy OBa pellekha KOHIUIHpaHa
kao eHr. Third-party solutions, orpanuueHa 3a HakHaJHAa TNpuiarohaBama W JOpaje,
HEMnoJI0OHa 332 KOMYHHUKaIlMjy y PEaIHOM BpeMEHY Ha pa3HUM MOOMIHUM ypehajuma u ci.
(Zou mn capamnumm, 2017). Takole, ca cTaHOBHINTa MaNKUX M CPeImUX npemyseha, Moxe ce
3aKJBYYHTH Ja BehnHa OBaKBHX CHCTEMa M3UCKYj€ JOJaTHE TPOILIKOBE 32 yIpajmby J0JaTHUX

¢dbyHK1Mja, crienuUYHAX 32 BPCTY U BETUYUHY MOcioBama (Sala u capagaumm, 2018).

C o03upom ga BehmHa mManmux W cpeamux npenyseha mma crenupuyde moTpede u
pacrnoiaxy OrpaHHYeHUM (HHAHCHjCKHM CpEICTBUMA, MOceOHO y mopehemy ca BeTHKUM
KOMITaHHjamMa Koje Mory na npuyiute cioxerne KT cucreme, ayTopu TEXHUYKOT peliemha cy
HACTOjall Jla UCTpake MOTYNHOCTH TpHMEHEe MmaMeTHuX ypehaja m o0nak TeXHOJNOTHja Y
nuiby yHanpelema 0e30eTHOCTH U 37paBiba HA pagy. MicTroBpeMeHo, MPETHOCTaBBEHO je Ja
Cy KJbYYHH 3axXTeBH Manmux u cpeamux mnpenyseha (MCII) mga pememe Tpeba na Oyne
TeHEePUYKO, KOMITAKTHO, MPHUJIATOIUBO U MpUCTynadHo. [Ipuinkom m3rpanme jeqHOr TaKBOT
okBupa (eHri. Framework), moceOHa mnaxma je mnocBeheHa 3axTeBuMma Koju he OuTH

00jalImeHn y HaCTaBKY.

IIpBu 3axTeB je Be3aH 3a MPEHOC U CKIaIuIlTeHe nojaTtaka. Jlo cama je obusak
TEXHOJIOTHja ToKa3ana Hajsehu moreHuWjan 3a yHanpeheme ynpaBibama 0e30emaHomnthy Ha
pany. Kao mTo cy HaBeneHa MCTpakuBama IMOKa3ajla, HAMEHCKH CHUCTEMH Yy OOJIaKy MOTy
3HAYajHO yHanpeauTH nepdhopmance 6e30emHoctr. M3 Tor pasiora, Hamehe ce OUCKUBambE Ja
he y ckopujoj OyayhHocTH TakBa peliema MPUXBATUTH MHOTE TpaHe WMHAYCTpuje (Zou u

capamaunm, 2017).

Jlpyru 3axTeB je Be3aH 3a NpUKyIUbame noparaka. [lopen Beh cnomeHnyTux, nocroju
HU3 pelllera Koja ce 3aCHUBAjy Ha Kopuirhemy HocuBHX ceHsopa (engl. Wearables) (Nath u
capaauuny, 2017, Schall u capamummm, 2018). Bauk wu capamguumm cy mnpemioxXuwin
kopumrheme TruyHe 3amTuTHe onpeme (eHrit. Personal protective equipment-PPE) onpemisene
aktuBHEM /macuBHUM RFID ypehajuma (Bauk w capamgamim, 2018). Hekm ayropu cy
MPEeAJIOKWIN CIMYaH MpUcTyn 3acHoBaH Ha kopumhewy RFID u enrn. Bluetooth nmcke
enepruje (enrn. Bluetooth Low Energy BLE), xako Om ce yHampemuna 0e30eqHOCT Ha
panaom Mecty (Park u capagaunm, 2017). MelyTum, npuMeHa HOCUBHX CeH30pa 3a npaheme
¢dakTopa pusuka koju ce Tuuy b3P Ha pagHuM MecTHMa Mokasanu cy W HH3 HEJOCTaTaka.

I'enepanno, BehmHa mpempeka je Be3aHa 3a MOIITOBak-€ NMPUBATHOCTU U IMOBEPJHHBOCTH
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3aMoCJIeHNX, BUCHHY TPOILIKOBA, MMOY3/1aHOCT CEH30pa M TPajHOCT mHUXOBUX Oarepuja (Schall
u capannuiu, 2018). Kao pememe oBUX mnpobieMa, HEKA ayTOpu Cy MPeasoKUIN
MIPUKYTUbake mojaraka nmomohy Android ypehaja koju umajy yrpaheHe ceHzope Koju MOTy
o6utu on momohu m Oexuune (WiFi) KoHekIMje 3a KOMyHHMKAlUjy ca NPHKbBYYEHUM WU

nasbUHCKUM cenzopuma (Szydto u capaganmu, 2016).

Tpehn 3axTeB je Be3aH 3a W300p ONTUMAIHHUX XapJBEPCKUX KOMIIOHEHTH U
coTBEPCKHUX pellemha, Koju Ou Tpebano Ja ce KOPHUCTEe 32 UMIUIEMEHTAIH]y IEIOKYITHOT
pemiewa. Y 1muiby yHampehema 0e30eqHOCTH W 37paBiba Ha paly, MOOWIHU ypehaju ce
kopucte Beh Heko Bpeme (Ibekwe m capagnumm, 2016). TpeHyTHO Ha TPXKHUIITY IMOCTOjE
CIelUjai30BaHa pellema 3a yIpaBibambe 0e30eanonhy u 31paBiba pajHHKa, 3alITATY Ha
paay U eproHOMH]y; aluIMKaIrje 3a Mepemke OCBETIheHha, HUBOA OyKe M BUOpalija 3aCHOBaHE
Ha TAMETHUM TenedoHMMa W Ap. YIore OBUX aIlUIMKaldja Cy pasziInuduTe, IO0YEB O]

00yKe/TpeHrHTa JI0 CHCTeMa 3a TpHjaBibuBame aorahaja (Johnson, 2002).

2.211perJyien aKTyeJTHUX KOMEPUUjaTHUX pPelieha 3a 1aTH NpodJieM

Pa3Boj nn(popmarmonnx crucrema 3a morpede ynpaBibamba HEOe30eJHIM YCIIOBUMA H
HeOe30eTHUM TIOCTYNIIMMa y BEJIMKO] MEpH je, 300T KoMeplHjaHOT TOoTeHIujana, objact
MHTEpEeCOBamka CTPyYmhaKa W3 MHAYCTpPHje, a Mame Hay4yHe 3ajeJHuIe. Y HAcTaBKy AaT je

MIperJie] HEeKUX peliemha U ’bUXOBUX OCHOBHUX (DYHKIIMOHAIHOCTH.

SafetySync- V nuramy je arunkanuja y o0iaky 3a ynpasibambe b3P (Bumie Bunetn Ha
https://www.safetysync.com). OCHOBHM IIMJb OBE aljIMKaluje IMOped MOHUTOPHHIA je U
TPEHUHT/00yKa 3aroCIeHUX W WH(POPMHUCAFmE 3aMOCICHUX O aKTyelIHUM peryjaThBaMa H
crangapauMa. l{usbHa rpyma cy mpemyseha cBux BenmnuumHa. Tok ymorpebe je Oasupan Ha
Cllalby HHW3a HMHCTPYKIMja W TIPOILIEHE CIIOCOOHOCTH 3aroClICHUX Ja W3BPIIaBajy pajHe

3ajaTke JeuHucaHe mpemMa oArosapajyhuM cranaapanma.

Assignar je copTBep y 00J1aKy, KOjU je HAMEHEH IUPEM CIIEKTPY KOPUCHUKA U3 CBUX
rpana uagyctpuje (https://www.assignar.com). ba3upan je Ha cnamy-ynorpedn BpeMEHCKUX
nauHWja, Tabena, HaMEHCKH-KpeHpaHux (HOpMH, CHCTEMY JOJEIe M Harpajue 3a HUCIyHhCHE

pagHE 3aaaTKeE.
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SiteDocs je jomr jegHa obmak-arunkanuja, koja omoryhaBa ynpasssame 6e30exaomnthy
Ha paay (BumetH Ha https://www.sitedocs.com). [IpuMapHo je HaMemeHa 3a rpal)eBHHAPCTBO
U OJIp’KaBamke WHIYCTPUJCKUX TMOCTpojema. KibydHe (YHKIMOHATHOCTH CYy AWTUTAITHO
yIpaBJbakbe JTOKYMEHTAIUjoM, yCKiIahjuBame MOCIOBHUX Ipolleca W T3B. orjacHe TabIe.
OAroBopHUM JIMIIMMA TIPYXKa Y peaHOM BpeMeHy uHpopMalmje o cepTupukaTuma, ooykama

Y aKiyjama Koje 3arnocicHu 00aBjbajy Ha TEPEHY.

SafetyTek je mmadopma y 00naky 3a ympaBibambe pU3HIIMMA BE3aHUM 3a 3ApaBbe U
0e30eqHoct Ha paxy (https:/safetytek.ca). Ilpumapan kopucHUII OBe IIaThOpMe Cy W3
o0yacTi WHIYCTpHje HadTe M Taca, KOHCTPYKIMja U €JIEKTPOHCKE ompeMe KyhHe HameHe.
OyHKIIMOHAIHOCTH OBE TUIATPOpPME YKIbYUYjy: yIpaBbarkbe M3BEINTAjUMa, MPOIICHA PU3UKA

o1 Hebe30eHIX yCIIOBa, TeHepUCahe U3BEIITaja O MOBpeiamMa UT/l.
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3. CymuTHHA TEXHMYKOI peliemna

TexHnuko peniewe npunaga 001acTu UHPOPMAIIMOHUX TEXHOJIOTH]a, Tj. MPEACTaBIba
puMep NpuMeHe MHPOPMAIIMOHOT HHXEHEPCTBA Yy WHIYCTPHJCKOM OKpYXemy. Pememe ce
OJIHOCH Ha Pa3BOj TNPOTPAMCKOT OKBUpa 3a yIpaBibamkbe HE0E30eTHUM YCIOBUMAa H
HeOe30eIHUM TOCTYIIMMa Y pEealHOM BpeMeHy. KOHKpeTHO, pelieme je pa3BHjeHO Kao
0JIrOBOP 3a JeHHUCAHO YCKO TPJio Koje ce jaBsba y Behman MCII ¢ 003upoM J1a TpeHyTHH
MPUCTYIU TIOApa3yMeBajy MaHYeJTHO MOIyHhaBamke M YIPaBJbamhe JTOKYMEHTAUjOM (CXOIHO
ISO 9001, ISO 14001 u ISO 45001). 13 nepcrnekTuBe MeHAUMEHTa 0€30€THOCTH | 37paBiba
Ha pany (b3P), npemnoxeno pememe yHanpehyje: 1) naearuduxannjy naaukaropa b3P; 2)
ynpasibatbe u3BemTajuma b3P, 3) moBehame cBecTM W YKIbYYEHOCTH 3allOCICHHX Y
uneHtudukanjy neoe3demnux ycinora (HY) u ne6e36ennmnx mnocrymaka (HIT). Tlpu tome,
peliekhe je MpUMapHO Pa3BUjeHO ca (POKYCOM Ha MOKPUBAIE MOTPeda MaTUX U CPEeIEBUX

mpexy3eha (MCII).
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4. Jlera/baH ONUC TEXHUYKOT peliemha

Konuent npeoxxeHor pemiemwa npukasat je Ha Ciaunu 3. OCHOBHE KOMIIOHEHTE pellemha
cy: 1) LHenrpanau Knayn (enrn. Cloud) cepsep u 2) Ynasbena MoOmiiHa arumkanuja (koja
MOXe OMTH TOKpeHyTa Ha AHapou] ypehajuma, Tabnetnma mwin TeneoHUMA MOCTABILEHUM
Ha oaromapajyhum mectuma y wHIycTpHjckoj xanu). OBe JBE KOMIIOHEHTE JOCTYIHE CY
crenehuM TpynmamMa KOpPHCHHKA: paJHUIMMa y TIOTOHY M MEHalepuMa/MHKemhepruMa
0e30eqHocTH. PagHuiimMa cy nozesbeHa MpaBa 3a ynoTpedy arumkaiyje 3a koiekuujy HY u
HII, xao u 3a npenucky ca Haapehenuma. Ca apyre crpaHe, MmeHanep/unxemep b3P he (kao
KOPUCHMK BHUIIEr HUBOA) OUTH y MOTYhHOCTH J1a KOPUCTH AIUIMKALM]y KaKo 3a MPUKYIUbamke

nojiaTaka Tako M 3a JieJieralyjy HHCTPYKIUja Ha OCHOBY yBujaa y npukyrmsbene HY/HIL.

o dabpuka X
l’l- \N\l
jccol

ITpenysehe

beibemoct
Limkacnoct

Vau y peanos spesMeny
Hamop n nobossiame
Menaument GeldeanocTi na pany
.‘.% " e T
""-‘J % , i Al , Hamop n sumacscnmanmja craiapia |" lena

VHPG, b IEBCIL TAJHMA M JEICT P
Yeanpuanane i NPCRCINTGA NORPEIA _ge =~ |

)
Janocaenn cy YELYUCHN ¥ HIBCUITARINC (,r\}
.
0 He(R30eAHIM YCAOBHMA M 0TS .hu|u\u R
Hlm.u.ll 1

ﬁ% IIJ|:| o i
¢ Caouspajy?

Hafamea O ypracanaios Tpotimcyinea llpnopuret (axumja)?

GatGpuka | Dabpura 2 Mabpuka 3

Cauka 3. Konnenr npemioxeHor peniesma (Vukicevic u capagaumm, 2019).

Pememe je momespeHo y ciojeBe (eHrn. Layers), rae cy aBe KJbydHE KOMIIOHCHTE CHIJI.
Backend cepsucu (koju ce nokpehy Ha cepepy y obnaky) u enri. Frontend (koju ce mokpehe
Ha HOCUBHMM ypehajuma winm uHTEpHET-TpeTpakuBadnMa)'. OYHKIMOHAIHUCTH MOCIOBHOT
cioja (enra. Business layer) cy nmmiementupane kao BeO-cepucu (enri. Web services) y
ob6naky (y OCHOBH, TO cy (YHKIHje KOje C€ MOTy IMO03BaTH ca yAaJbeHor ypehaja, HIp.
namMeTHuX Tenedona uin nperpaxusaya)’. Kopucauuku (enrst. Ul wim enrn. Frontend) cioj
YKJby4dyje KOPUCHHYKHM MHTepdejc koju omoryhaBa KOPUCHHIMMA Jla UHTYUTHBHO KOPHCTE

Be0O-CepBHUCE NTOCTABJLEHE HA LIEHTPAIHOM CepBepY y 00IaKy.

! Tpennoct nebema apxuTeKType Ha CojeBe-MOIyNe Koju MeljycobHo koMmyHHImMpajy je aBoctpyka. IIpBo,
KOMIIOHEHTE C€ MOTY KOPHUCTHTH HE3aBHUCHO; a IPYro, pPa3MudTe TEXHOJIOTHje MOTY ce€ KOPHCTHTH 32
UMILICMEHTAI]y pa3anuuTux ciojeBa (Razavian u capanuunm, 2019). OcurypaBame TakBe (IICKCHOMIHOCTH je
Ba)KHO 3a oMoryhaBame CKaIaOMIHOCTH W TPOIIMPHBOCTH ()YHKIMOHATHOCTH CHCTEMa, KOje OM ce KacHHje
MorJie yHanpeaAuTH HakoH pacta MCII-a unu 3aMeHuTH Hajona3zehuM TexHOIorHjama.

2 Ceu HY/HII koju ce mpHKyIe 0 CTpaHe KOPHCHHUKA CE 4yBajy CHCTEMy 3a UyBaibe H YIPABIbAIbe MOJALNMA
(enrs. DBMS) koju Cy HHCTaIUpPaHH Ha JjaTa-cepBeprMa.

11



[okymMeHTauumja TEXHUYKOT peLlena

Toxk ynorpede pemema

Ckuna Toka ynotpebe (enrn. Workflow), ca HarmackoM Ha MHTEpakiUjy KOPHCHHKA W
NPOTOKY Mojartaka, aara je Ha Cnunu 4. (Vukicevic u capagauim, 2019). Unentudukanuja
HY u HII npencrasma mouerak mporeca. [lpujaBspuBame HY u HII je mo3BosbeHo cBUM
KopucHHIKMA (3armociieHnmMa, auiy 3a b3P). M3BemraBame noapazymesa nepunncame HY n
HII, 1j. muxoBe: BpcTe, JOKalMje W HUBOA pU3MKa. HakoH crama H3BEmITaja CHUCTEMY,
oaroBopHa ocoba mpuma obaBemrTeme W Tpeda Ja Kpewpa paaHu 3alaTak Ha OCHOBY
NPUKYIUBCHUX HH(popManyja. 3amaTak MoOKe OWTH: a) Cllakbe YHyTCTBa 3aloCIeHMMa Ha
Mecty agorabhaja (Tj. KOpaly EUXOBHX JaJbUX PabU WIHM TOjalllbeha ako Cy IMOTPEIIHO
pasymenu npujasibenn HY/HII); u 6) cname ynmyTcTBa MHKemepy onapxkasama/b3P na pemm
npoGieM. [lo 3aBpiieTky mocia, MHXEHmEp Iajbe MOBpaTHY MH(OpMAIHjy CUCTEMY - KOjU
obaBemTaBa MeHalepa/uHxemepa 3a b3P o TpenyTHOM cratycy 3amaTka. AKO je 3ajarak
ycrenHo o0aBJbeH, MeHaep/uHxkemep 3a b3P 3aTBapa 3amatak; y cynpoTHOM, OH HacTaBJba

IPEnyCKy U Jlaje JoJaTHe MHCTPYKIHje CBE JI0 YCIEUIHOT Pelleka NpujaB/beHor IpodiemMa.

HM3epenoeT y Gesdemmoctn Yranpehere ynpapmarma de3GemnocTin

" [ ]
OByUCTocT 3anocnemx Awr— ' TTpemosmaname ’LYIIIX HITAHKATOpa GeIdeoens ehrracnocTn

1lpahese akrusroctn ‘.‘ Jerexuija wadnona y nojasmusamy Y /1111
Harpaljugare yenemnux a 3 ' AYTOMAru3aLija 10¢10Ba IIPAMEHOM BELITAUKE HHTENMICHIM]E
A
PanTHpame 2an0CIeHK AHLLTHUAPH
f
ﬂpm\yn THEHH TIONATTH f‘%
J Tui HY 'Hll “‘
Toxaia Jlenerupaj 3aiarax
ﬁ' ¢|'L Hetexrosann HY/HIT Yprurmoc-r -

._" 1l 1pﬂK}llJbeHld nojany
‘ \ Tun HY/HTT
5 / Jlokaumja
ALIOCISHH Oune
{ﬁﬁ‘ }Icre}cmnarm HY/HIT
( \Qﬁ Huz Oe30einocty
| @ . ) ITponena mep -
@“ Hpuxy TseHy “‘Ma”N_/Mcnadmr bezbednosti na radu
Micrpyrigje Obagsectn Hagpeheror

Obyxa/ Harpaza gfd L" | Prikupljeni podaci:

J Tip NUNP
Lokacija
Urgentnost/Resenost

Cnuka 4. /fujacpam moxa ca unycmpayujom 0CHOBHUX YYHKYUOHATHOCMU U KOPUCHUKA
cucmema (Vukicevic u capaonuyu, 2019.)

Crpykrypa u3Bemraja o HY/HII

Caku m3Bemraj Tpeba Ja MPYXKH jacHE OArOBOpE HAa YETHPU KJbYYHA NHUTama Koja
unentupuxyjy csaku HY wu HIL: "Jlokanuzauumja?", "Knacudpukauwmja?"', "Onppenuru

npuoputere?” u "Onucatu?" (cnuka 5.).
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mea i

med 1
mes Aol

+  Kreiranje tag-ova->Loka. mos

& Kreirangs tag-ovaroKlaal. |
+  Kreiarje tagova-sProc_ |

€ Kreiranje tag-ova->0pis.

Lokacija

Klasifikncijs @ resiooe

Procena rizika

Opiés/Slika

Cnuka 5. U3zeneo xopucnuuxoe unmeppejca-gyuxkyuonaniocmu 3a uzeewmasarve o HY u
HII. Kopuchux mpeba 0a nasede noxayujy, 8pcmy, onuc u npuopumem npujagwvenoz HY/HII.

Jlokanuzamuja HY/HII mytem WHTYUTHBHOT TpaduyuKor KOPHUCHHYKOT HHTepdejca
(earn. GUI). OBo mojapasymeBa Mpenu3Hy JOKAIW3alHjy, Koja OM ce Morjia 00aBUTH
onabupoM yHampes AeUHUCAHUX Tavyaka y JUCTH MEHHja (HIp. ca IMEHOBAaHMM CEKTOpUMa

paHOT TIOTOHA).

Kaacuduxamuja HY u HII nompaszymeBa ongabup yHampen aeduHHcaHUX OIIHUja
(HY/HII) u3 onroBapajyher menuja. Jlucta Mmoxke Bapupatu y 3aBucHocTH 01 Bpcte MClI-a

(BenmuuuHe, BpCTe UHIYCTpPUje, IPONKUca APKABE UTI.).

Hpuopurer HY u HII nedpunmnme xutHOCT Na ce mpemy3me oAroapajyha akTHBHOCT.
OBe uH(popMmanyje HpeAcTaBibajy CyOjeKTHBHY-IIOYETHY IPOLIEHY 3alOCICHOr KOjU Ta je

[IPUMETHO Y PAIHOM IIPOCTOPY.

Omuc HY u HII omoryhaBa 3amocimennMa na najy oOjekTuBHE uH(oOpMaije o
OTKPHUBEHOM 0€30¢THOCHOM pH3UKy. OMUC MOXKE Caap)KaBaTH TEKCTyallHy W/WINA CIUKOBHY

MOPYKY HaIlpaBJbeHY ymoTpedom MoOmIHOT ypehaja.

KomyHnukanuja udmel)y KopucHuKa y peajiHOM BpeMeHy

[Mopen rtnaBHe ¢yHKIMOHATHOCTH, u3BemTaBaka o HY/HII, oxkBup mma momyn 3a
pa3MeHy mopyka kKoju omoryhaBa KOMyHHKAIlMjy Y peaTHOM BpeMeHy u3Mely 3amociieHux.
Jlenerupame 3amaTaka W Jajba MPENHCcKa M3BpIIaBajy ce y OONHMKY yema - Tj. CUCTEMa 3a
MpenucKy, rae nmkemepu 3a b3P mokpehy m omnydyjy kama ce tuker 3arBapa. llpenmcka
nounme HakoH mrTo ce u3Bemraj o HY/HII cmectn y 6a3y momaraka M HAaKoH ILITO
MeHaep/umkemep b3P npey3me obaBemTeme 0 ToM m3BemTajy. Horudukanmja ykpyuyje
MIPUKYTUBCHE MOJATKE (JIOKAIM]jy, BPCTY, OMKC M MPUOPUTET), KOje MEHAIep Mperiieaa u Ha
OCHOBY KOjUX Oupa 3all0CICHOT WIH HHKEHmhepa 3a OAP)KABAKE KOjeM KeIu Ja J0AeIH

3a/laTak WM TONIaJbe MOPYKYy. 3ajarak ce cacToju of aerajba-onuca HY/HII, 3ajenno ca

13
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MOYETHOM IOPYKOM PYKOBOJMOLA, KA0 M CBUM JlaJbUM NOpyKaMma Koje ce pa3Memyjy TOKOM
npolieca pellaBama npobnema-3agarka. Ha kpajy, cBaku KOPHUCHUK MMa YBUJ Yy HCTOPH]Y
CBOjUX AaKTHBHOCTH, JIOK MEHAallep BHIM CBa aKTHUBHA TNHTamba M OCTBAPEHU MpPOTpeC y

M3BpILIAaBaky PaJHUX 3a/1aTaKa.

Ananranuja SafE-Tag okBupa 3a komnanujy Mamusr

300r BennunHe komnanuje (20~30 3amocneHux) U CTPYKType, TUM 3a yIpasibambe bP3
cactoju ce o 3amocieHux u MeHariepa. UML mujarpamu ynorpebe nmpuinaroheHoOr peniema
nat je Ha counu 6. (Vukicevic u capagnauim, 2019), 1ok cy meroBu oarosapajyhu mMeHuju
npuka3anu Ha ciavnm 7. (Vukicevic u capamauiy, 2019). KopucHuIiy npucrynajy cuctemy
TaKo IITO Ce MPHjaBibyjy (JOTYjy) WM 3axTeBajy peructpamnujy. O0e BpcTe KOpUCHUKA UMAjy
cnenehe ¢ynkmuonannoctu: 1) UzeemraBame o HY/HII (dynknumonannoct ,,Kpeupame
tara“ Hacouim 7.); 2) Oaroapame Ha JAojiesbeHe 3aaatke (,,Pemu 3agarak™ va coumnu 7.) u 3)

VYno3HaBame ca CBOjJOM HCTOpUjOM H3BeIlTaBamba M mepdopMmaHcama (KapaKTEepUCTHKA

Kpeunpane
Tara (HY/HMN)

Hoaena
3apatka

Pesynrtaru™ Ha ciumu 7. ).

<<extends>>

T < <extends> >
MeHayep

PagHwuk

<<include>>.”" Peww 3aparak

<<include> >

< <include>>

HepewweH
3ajatak

| < <extends> >

Nasarwe M3epweH
MHCTPYKUM)a 3aparak

Cnuka 6. Enen. UML Use case oujazpam npunazohene SafE-Tag anauxayuje.

i <<extends>>

OyukruonanHoct "JlogesbeHH 3amanu”’ HABOAW CBE 3aJaTKE KOJU Cy JIOJEJbeHU
NpYjaBFEHOM KOpUCHHKY. [lakie, Tpeba n3abpatu 3amarak ca jucte (Tj. ,,Tar 25 Ha caumm
7.) xoju Tpeba Ja ce peld, ITO Jajke BOAM JO MPOo30pa KopecmojcHiuje (Ha ciumu 7.).

[Ipo3op 3a mpenucKky KOpUCHUKA MUMIIEMEHTHpaH Kao eHri. Live chat, y kKojeM 3amocicHH
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pa3sMemyjy TEeKCTyaJlHE WM CIMKOBHE MOPYKE Yy pEeaHOM BpEMEHY (CIMYHOIPYIITBEHUM
Mpexama). HakoH mTo MeHayiep NpoLIEHU Ja je 3ajaTak M3BPILUEH, OH MPEMUCKY O3HauaBa

Kao ,,Pemeny*.

Kopuchauk-mMeHaniepuma onaTHy (pyHKIIMOHATHOCT Koja My omoryhaBa na mozespyje
panHe 3a1aTke 3anocienuma (ykspydyjyhu cede) y Besu ca npukymsbennm HY/HIT (pynkimja
,,OTBOpEHU TaroBu* Ha ciunu 7.). JemHoOM Kaja ce Tar (M3BelITaj) cayyBa y eHTpaliHoj 6a3u
HojlaTaKa, KOPHCHHUK-MEHayep ao0uja o0aBemTeHe O TOME KOJHMKO je TPeocTanux

,»OTBOpPEHHUX Tarora‘.

KopucHuk-mMeHaep Takohe Moke Nperiefatd MOKPEeHyTHE pajHe 3aJaTKe M TaroBe
(HY/HII), npoeputu npysxeHe nnpopmanuje (Ha cauu 7.). Jonesmsenn pagnu 3aaarak (Ha
ciunu 7.) Takohe monpaszymeBa 01a0Wp OATOBOPHHUX 3alOCICHHX W3 Maaajyher MeHWja H

MpyXamke YIIYTCTBA O (b UXOBUM JJaJbUM IMMOCTYIIILIMMA.

Kiasifincija

Lokacqa

s

& Otvoren tag-ovi

& Petar Penc - Employes

Cnuka 7., Mock-up “ kopucnuukoe unmpeghejca 3a ynpaswarse uzgeuwimajuma (Cnuxka
npeyzema uz pada Vukicevic u capaonuyu, 2019)

WHTepaknuja KOPUCHUKA 3aBUCH OJI TOTa HA KOjU C€ HAYMH JIOTYyje y CUCTEM. AKO je
JIOTOBAabE¢ M3BPIICHO Kao pAJHUK, HA pacrojaramkby Cy My AaKTHBHOCTH MPUKYILJbabe-
KpEUpame TaroBa W H3BpIIABambe-pelliaBambe PaJHUX 3a7aTaka. YKOJIHMKO j¢ KOPHCHHUK
yIIOTOBaH Kao MeHaep OoMoryheHo My je W Ja Jonesbyje paaHe 3agaTke ApYTHM

kopucHunuma. Ca nujarpamMa ce BHIM Ja CUCTeM omoryhaBa KOHKYpEHTHO-TIapajielTHO
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W3BpIIIaBamk-e CBE TPU aKTUBHOCTH (HEBE3aHO OJI TOTa KOjU WX KOPHUCHUK M3BpiaBa). CBaka
ONTPH HaBeJCHE aKTHUBHOCTH UMa CBOje “NOJIAKTUBHOCTH, KOjeé Cy Ha Jujarpamy
M30CTaBJbEHE PAaM TPETJICTHOCTH OJHOCHO 3aTO INTO CY CEKBEHIMjAJIHE W MPETXOIHO
OMHCaHE Ha CIMKaMma I7ie ce o0jalllbaBa IujarpaM aKTHBHOCTH. Y TPOjeKTOBAHOM CHUCTEMY
mocToje yetupu Bpcte eHTuteTa: KopucHuim, Pagau 3amanu, HY/HII-Tarosu u M3Bemraju

(cuka 8.).

ID_User (KEY)
First_Name (String)
Last_MName (String)
Role (String)
Username (String)

Passoword (String)

Correspondence
ID_Tag (KEY) ID_Task (KEY) ID_Message (KEY)
ID_User_Creator (String) 1D_Tag (KEY) 1D_Task(KEY)

Location (String) ID_User_assigned (KEY) 1D_User_sender (KEY)

Classificaiton (String) ID_User_creator (KEY) Photo (Image)
Photo (Image) Instructions (String) Message_text (String)
Description (String) Status (BOOL)

Cnuka 8. /[ujacpam axmugHocmu

Oyuknuonannoct SafE-Tag mozaaune umminemeHTupaHe cy kao enrid. RESTful Be6
cepBucu y PHP nporpamckom jesuky. IIpeHomieme nogaraka npeko KpenpaHux Bed cepBuca
Bpiumt ce y JSON (JavaScript ObjectNotation) dopmary. Ilomro je JSON jemnocraBan
TeKCTyaJiHu ¢opMar, oOImmTe je mpuxBaheH Kao MOrojgaH 3a pa3MeHy Iopyka usmehy
yMpexxeHuX KopucHuka. Omoryhyje edukacan pax ca mopykama W CTpyKTypama IojaTaka

KOje WHaue pe3yJTyjy CI0KEHUM IOIallMa y peflallioHIM Oa3ama.

Kopucanuku(enrn. Front end) cnoj je peanuzoan nomohy React.JS oksupa. IlpegHoct
React-a je weroB Buptyenan DOMu anroputam noa HazuBoMm udwunr (enrn. Diffing), xoju
eukacHuje ympaBiba AWHaMHYKUM TpomeHama HTML campxkaja y mnopehemy ca

TpaguronasauM DOM penjiepoBameM.

Hakon peonynmje BeO pas3Boja, Facebook je mpumarogmo cBojy React TexHomorujy na
pagM W Ha HATHBHUM OKBHUpUMa MOOMIHMX IuiaThomu. CymnpoTHO TpaaULIHOHATIHOM
xubpugaHoM mpuctymny, React Native cmaja mpeaHoctu pas3Boja React BeO KOPHUCHHYKOT
untepdejca ca poOycHomhy nHatuBHUX API-ja mMoOunnux mnargopmu. To ce mocTmxe
kopumthemeM moceOHOr nucriedepa Mocra (eHria. Bridge dispatcher). bymyhm na je
uMIieMeHTiupal nomohy C++, Moct moHocu edukacHocT pas3Boja React Be6 GUI-ja

nporpaMepuMa MOOMITHHX alUTHKAaII]a.
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5. AHa/IM3a NPEeIHOCTH U HeI0CTATAKA MPEAJI0KEeHOT OKBHPa

OcHoBHH OeHepHUTH PUMEHE OBOT MPEJIOKEHOT OKBUpPA Ca TJICAWIITA MEHAIMEHTa
YKJbYUyjy CMamemhe TpPOIIKOBA M CIIOKEHOCTH pa3Boja, HpwiarohaBama U OApKaBama.
Hauwme, mana u cpeama npeayseha, 30or orpaHndeHnx (UHAHCHjCKUX CpeICTaBa HE MOTY Ja
yIaxy y CIOXeHY M cKymy onpemy. Crora, y OyayhHOCTH, IPEUIOKEHO pelIehe, U CINYHA
pemema, he umarn mpumeny y MCII ¢ o03upoM ga He 3axTeBajy yJarame BEIHKHX

(bMHAHCH]CKUX CcpeJicTaBa.

[IpemioxkeHo pememe je OazupaHo Ha NMPUMEHH J00pPO TOKYMEHTOBAaHHX W Open-
source TEXHOJOTH]ja, HITO 3HAYajHO CMambyje CI0KEHOCT (MoTpedHa je eKcrepTu3a U3 jeJHOT
mporpaMckor jesuka— JavaScript-a) u TpomkoBe pa3Boja. MuHMManHO (GYHKIHMOHATHA
alIMKalyja MoXe Jia ce pa3BHje 3a HEKOJIMKO HeJllesba O] CTPaHEe MCKYCHOT MPOrpamMepCcKor
tuma. To je 3ato mro React Native omoryhaBa kopucHHMIIMMA J1a pa3BHjy alUIMKAIW]y H
cacrae je 3a Bume maatgopmu (10S, Android). IlraBume, xommonente React GUI
HamycaHe 3a MOOWJIHE aruIMKalyje MOTY C€ TIOHOBO KOPHUCTHUTH 3a, HIP.pa3Boj BeO
aruTMKaIrje KOMIanuje - U o0pHyTo (mocrojeha BeO ammkanuja ce MOXe MPHIATOAUTH J1a

pamu Ha TenedoHy).

I'maBHM mpobniem y Be3uw ca kopuinhewmeM NaMeTHHX ypehaja y ynpaBibamy b3P
npejacTaBjba cajOep-CUTYpHOCT C O03MpOM Ja ce cmarpa Ja Kopumheme MpUBAaTHUX
naMeTHUX TenedoHa Ha pajHOM MecTy Moke aa crBopu pusuk (Lee m capamauim, 2015;
Savaliya u capagauim, 2015). ¥V cknaay ca TUM, ayTOPU TEXHUYKOT Pelliekha MPernopyqyjy aa
ce: a) MOCTaBM HEKOJIMKO MaMeTHUX ypehaja Ha oaromapajyha mecra y pajHOM HpOCTOpY,
Kako Ou 3amoCJICHd MOTJIH Jia UM TIpul)y W KOpUCTE UX; WK 0) YKIbYYH J0JaTHA cO(PTBEpCcKa
3allITATAa Kako OW 3alociaeHH MOTJIH Ja KopucTe amukanuje momyt SafE-Tag camo ako cy

IpUjaBJbEHHU Ja C€ Hajla3e Ha paJiHOM MECTY.
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6 3ak/pyuak

Cmameme Opoja rmoBpela U HEIUIAHWPAHUX M HEeXeJbeHHX Aorahaja Ha pamy o Hyne
IpE/ICTaB/ba BaXKaH LUJb CABPEMEHHUX MHIYCTPHUjCKHX cucTema. OBaj HJb ce MOXKe mocTrhu
caMo TPOAKTUBHOM HACHTHU(UKAIMjOM MPETXOJHUKA HE3roJja Ha pajy - MOIMyT Hebe30eHuX
ycioBa u HebOe30eAHMX TMOCTynaka. HakanocT, TpagulMOHATHH TPUCTYNH (PydYHO
norymaBame U npaheme u3semraja o HY u HII) koju ce npuMemyjy y CKOpo CBUM MaJlM H
cpemmuM mpeny3ehuma - ykipydyjyhm u m3abpano mpenysehe mokazamm cy o030MibHa

oTpaHWYeHa Y JOCTH3akY I1Jba "HyJa MmoBpesa Ha paxy'.

Wako mocToju HU3 KOMEpIHjaTHUX peliekha U3 o0nactu 0e30eTHOCTH U 3/IpaBiba Ha
pany, muxosa npumena y MCII je Beoma kommnkoBaHa 30or Huza ¢akropa. CioxeHocT,
NPWIATOJIJBMBOCT M IIEHA TAKBHX PEIICHa MPE/ICTaBIbajy IVIaBHE IPENPeKe 32 BUXOBY LIUPY
ynotpedy y MCIl(nocebno y CpOuju), Koja MMajy orpaHuueHa (UHAHCH]CKA CpPEICTBA Y
nopehery ca koprnoparnujama u Behum kommanujama. C napyre crtpane, BehuHa periema
MpeCTaB/beHa Y HAYYHO] JTUTEPATypH HUjE jaBHO JOCTYITHA, TAKO JIa lbUXOBA MMPHUMEHA OCTaje

3aHeMapJbUBa y HHIYCTPH)CKO] TIPAKCH.

Kao antepHatuBy, ayTopu TEXHUUYKOT peLIeHa Cy MPEUIOKIIN IPUCTYAuHO PELICHE
3a ympaBspame u3Bemrajuma o HY u HII y peannom BpemeHy. Y KOHCynTanuju ca
CTpyumalliMa U3 TNPHUBpPEAE, ayTOpU TEXHUYKOI pElLIea Cy MNpPEIJIOKM HOBH OKBHpP 32
ynpabatbe HY/HII y B3P momohy mobmnamx ypehaja (SafE-Tag). YV mopehemy ca
TPEHYTHOM IIPAaKCOM Y pa3marpaHoM mpenysehy (u cimuauMm mpemysehnma), mpeayiokeHH
OKBHUD Mpy>ka OeHedure u 3amocieHMMa U MOCI0AaBIy Kpo3: 1) uaeHTUUKALN]y KIbYYHUX
nokazatesjba nepdopmancu O6e30eaHOCTH; 2) MUTHTANHM3ANU]Y W MOoOOJblIamke mnocTojehnx
cUCTeMa M3BellITaBama 0 6e30eqHocTy; 3) nodossiiame KynaType b3P; 4) 6osbe pazymeBame u

Mepeme JOPUHOCA PaJHUKA Y TOO0JbIIaky 6e30eTHOCTH Ha paty.
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